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Goals

Brief overview of the radiation environment
What type of radiation effects are there?
How are devices tested?

How should the results be interpreted?

How can we protect our systems?

Outline
* Environment and Effects
Total Dose
» Single Event Upset

* Single Event Latchup

Single Event Transient
* Antifuse and Rupture
* Protons

* Loss of Functionality
» Miscellaneous




Environment and Effects

The Radiation Environment

Components of the Natural

Environment
¢ Transient

~ Galactic Cosmic Rays
« Hydrogen & Heavier lons

~ Solar Particle Events
* Protons & Heavier fons

» Trapped
- Electrons, Protons, & Heavier lons

* Atmospheric & Terrestrial Secondaries
- Neutrons

Barth, MAPLD -98

GCRs: Integral LET Spectra

CREME 96, Solar Minimum, 100 mils (2.54 mm) Al

#/cm?/day

Barth, MAPLD 98

LET (MeV-cm2/mg)

Types of Single Event Effects

Acron; Deftnftion Descripdom
SEU Single Event Upset Chang< of information sered
Single Event Dusturh Momentary &isturb ol information
#teced in memory Bt
SET Single Event Transient Current transient induced by

pratege of n partice, cmn
Propagate to caute Sutput Yol in
binational logie

SEDR Singlc Eveat Didectnic Essentially mitifuse rupture
SEQR Single Event Gate Rupture Rupture of yate diclectnic cmsed
by 2 high currem flow
SEL Single Event Latchup High current regencraive state
i in dlaver device Oatchup) |
SES Singlc Event Saapback High current cegencrative state
indueedin NMOS devicr
{soapbuck)
MBU MidGple Bit Upret Several memory bits upret by
passage of the vame particle
SEM Single Event Punctiona Corruption of ¢ontrol path by an

loerrupe uptet




Total Dose

Recombination, Transport, and
Trapping of Carries
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GSFC Total Dose Facility

Example TID Static Bias Board
Supports In Situ Testin
o

Annealing allowed
for parametric
failures; not for
functional failures

10195 also allows
tor low dose rate
testing.
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Second Generation System -

Overview -
I / WY
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Test Control PC

Typical TID Run
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RT545X18 Charge Pump Test
Annealling After 72 krad(Si}

In Situ Functional Testing
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TID Capability vs. Feature Size

Recent 0.8 and 1.0 um TID Resuits
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TID Capability vs. Feature Size
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Shielding Effectiveness
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Dose Rate Effects on Xilinx 0.25um
Technology
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TID Testing Results

* 0.60uM OTP PROM Technology
— TID evaluation performed on XQR1701L
- device parametric shifts affected decoder speed
— field oxide leakage determined TID of 60krads
- device fully functional at end of dose
- no data loss/gain as a result of TID
- 100°C anneal fully restored device
- room temp anncal showed no rebound

Xilinx PROM Response to TID
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[n Situ measurement of
Propagation Delay

Real-ime Digitized Input and Output Waveforms

After accumulating 90 krad - t,;, = 260ns

Before irradiation  ty, = 135ns

AS00KO50 TID Test

Total Dose Effects on FLASH Switch

« Ionizing radiation discharge the floating gate
~ Ircrease ON-state NMOS transistor resistance, increasa
RC delay in the data path
- Increase OFF-state NMOS sub-threshold leakage, increase
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Single Event Upset
(SEU)

Definitions

Single Event Upset (SEU) is a change of state or
transient induced by an ionizing particle such as a
cosmic ray or proton in a device. This may occur in
digital, analog, and optical components or may have
effects in surrounding circuitry. These are "soft” bit
errors in that a reset or rewriting of the device causes
normal behavior thereafter. A full SEU analysis
considers the system effects of an upset. For
example, a single bit flip, while not damaging to the
circuitry involved, may damage the subsystem or
system (i.e., initiating a pyrotechnic event).

Definitions

Linear Energy Transfer (ILET) is a measure of the

energy transferred to the device per unit length as an
ionizing particle travels through a material. The
common unit is MeV-cm¥mg of material (Si for
MOS devices).

LET threshold (LETy,) is the minimum LET to
cause an effect. The JEDEC recommended definition
is the first effect when the particle fluence = 107
ions/cm?2.

Definitions

Cross section (sigma) is the device SEE response to ionizing
radiation. For an experimental test for a specific LET, sigma
= #errors/(ion fluence). The units for cross section are cm?
per device or per bit

Asymptotic or saturation cross section (sigmasat) is the

value that the cross section approaches as LET gets very
large.

Sensitive volume refers to the device volume affected by
SEE-inducing radiation. The geometry of the sensitive
volume is not easily known, but some information is gained
from test cross section data

interaction of a Cosmic Ray and Silicon

Drain  Oxide Insulation § oo, / Source

e

# MOS Transistor
Energetic Charged particle

From Acrospace

SEE Test Setup

... Vacuum Chamber

A Single Event EHfects
Test Setup

Photarmttiper =1 | 1/
tulze (particie counter) /

A
Berkeley 88 inch Heavy Son Cyclotron Shuttes 1

7 N
Device being tested Testur




Heavy lon Testing at BNL

Quicklogic

Example SEE DUT Card

Aclet SX

UTMC PAL

Test Controllers

RS-422 Interface

Chip Express

Cross Section versus LET Curve
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SEU X-Section vs. Feature Size
Old Technology
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Cross Section (em*/ip-fiop)

Act 2 SEU Flip-Flop Data
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TMR-Hardened D Flip-Flop

TMR-Hardened Flip-Flop w/ Enable

SEU X-Section vs. Feature Size

Submicron Technology
SEU Response of Hard-wired Flip-Flops
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Figure 16 Cross section-LET curve for a commercial
A4548X32-A. Few SEUs were detected for the hardened

device at an LET > 60 MeV-cm/mg.

Figure 2. Standard master-slave flip-flop.




BFRB

CFB

Figure 3. K-Latch schematic, simplified The
asynchronous structure and interlocks eliminate the need
for a free running clock to scrub SEUs.

Figure 3. Simplified test circuitry logic.
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Simplex vs. TMR Reliability
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SRAM Switch Technology

Configuration Memory Cell

I |

'T
Read or Wnite ———
Dam ——J L | Routing Connections

.

Resistor De-coupling Hardened SRAM

a8

» Increase Internal latch delay.

* no upset when response time > recovery time.
+ Poly-resistor has high temperature coefficlent.
+ Poly-resistance has large process varlation




XQR4036XL SEU Cross Section
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SRAM Memory Sizes

Xilinx 4000XL Series FPGAs
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An upset in configuration control logic register was observed

Weibull Curve for Average POR

Heavy Ion Cross-section
(Data provided by Saab Ericeson Space)
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XQRI1701L PROM

Address Fail - x4083
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» User flip-flops hardened
« [/O flip-flops not hardened
* RAM blocks not hardened

SEU in PAL - Large X-Section

Solar Flare and SEU Rates

22V10C PALs - flip-flop cross-section (dlvide by 8 to
get per flip-ilop)
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Note effect of logic state on SEU Rate.

Shielding Cosmic Rays
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Software Support for
SEU-Hardening

* Synopsis Design Compiler
+ Synplicity Synplify

NASA-GSFC ‘Macro Substitution’

* Actmap & Actgen




Single Event Latchup
(SEL)

Definitions

Single Event Latchup (SEL) is a potentially
destructive condition involving parasitic circuit
elements forming a silicon controlled rectifier
(SCR). In traditional SEL, the device current may
destroy the device if not current limited and
removed “in time." A "microlatch” is a subset of
SEL where the device current remains below the
maximum specified for the device. A removal of
power to the device is required in all non-
catastrophic SEL conditions in order to recover
device operations.

Latchup Basics

EPI Layer, Latchup, and lon Range
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SELy, Variability
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SEL Summary for A1020B. A large set of paris from
multiple lots were lested, showing s wide range of SEL

latchup currents ~ Some istchups were

LET;, and p
destructive with either higher I or functional failure.
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Distribution of Peak Latchup
Currents for the A1020B (MEC)

Peak Latchup Current (mA)
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Latchup Summary

Device Type Skze/Valtage Threshold Comments
* Pre-prod. {nominal core) (MeV-cm¥mg)

RH1020 1.0 um /5.0 >

QL14X31B 0.65 pum /5.0 <18 Destructive
RTSSX16732* 0.8 pum/33 >120

AS4SX3ZA- 0.25um /2.5 High

QYHS30 0.8 pm /5.0 5 One-Mask
cX2041 06pm/2.5 >37 LPGA
C©XJ001 0.3Spm /3.3 Low

ASISX16" 035 um /3.3 >74

QLJ02S 0.3Spm /3.3 <11 Destructive
XQR4062XL* 035um /3.3 >100




Ex. SEL Detection and Clearing

Foemn 1 ARNP3i88 Laiing bvib

Note that FPGA have high O count with diodes to
Vee and GND in most cases.




Single Event Transient
(SET)

Single Event Transient (SET)

1
autput L
]

Qutput waveform

Fraction of a nanosecond to several nanoseconds.

From Acrospace

Critical Transient Width vs Feature
Size for Unattenuated Propagation

Crblns Tiacae OO0 (pH

Double Clocking As a Result of
Heavy Ion Induced Pulse

{Heavy ion induced negative pulsc J
L

.

Carntoon of clock/logic upset. The device is most
sensitive during the transition.
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Clock Upset Instrumentation
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Clock Upset Cross Section
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Frequency Dependence
of Clock Upset
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SET in PAL

i 22V10C PALs - comblinational loglc cross-
sactions per device
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Driver Contention Due to CSRAM Upset

A High' A
—‘_‘:l‘\n;,n Node ‘ Contention current path

pt———— ouT

{csruu %
8 ittt -
S Low Node Sl swaen2
\s Normsity OfF
V. Upsstto OW

Mode 1 Transient Upset

HotvyIon kR - o nslant Pulse

Pasaed One BufTer
Ontain

« Transient pulse higher than haif VDC will propagate
« Q.4 ~ 0.02pC, or LET,, ~ 2MeV-cm?/mg for the worst case




Antifuse and Rupture

Antifuse Technology

Metal 1 Top Electrade

Amorphous Silicon

Diekecie

Metal - 7 Botlan Elecimde

Swrmal ¢ i

ONO Antifuse TD Amorphous Sillcon Antifuse
Poly/ONO/N++ “Pancake’ Stack Between Metal 2 and 3
Hesavy as doped Poly/N++  Designed for 3.6V Operation in Sea Of Gates FPGA
Thickness controlled by
CVD wiride ‘Logic’ Devices Program at - 10V
Programs ~ 18V *Substrate’ Devices Program at ~ 30V

Typical Toxono ~ 85 A Thickness ~ 500 - 1000 A
RH1280 Toxono = %9 A R =20- 100 ovhms
R =200 - 500 ohmy

Quicklogic ViaLink Antifuse

Antifuse Radiation Effects

+ Unprogrammed Reliability is the Key Concern
-ONO
- Amorphous Silicon (AS)

Manufacturers:

- Actel (ONO, Silicon) FPGA

- L-M (ONO) PROM

- Pico Systems (AS) Programmable Substrate
- Quick Logic (AS) FPGA

- UTMC (AS) PAL, PROM

Antifuse Construction
Gate Rupture
=
w
5 8} \ 5o
5 80 nm
2. Znm
1Bnm
.
2
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LET tile\Vecmieg)
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feechacarce L fheo doda 1be el ficld 2 For re thion wxbles L Afce

[Scxe D,

Comparison of Rupture Currents

Technology Devetopmment ¥ ducle
RH1ZB0 SN 083 AntNuse Rupturs
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Fluonce (o er’)
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ONO Antifuse Antifuse Rupture




Substrate o-Silicon Antifuse
F/A Using Liquid Crystal

ONO Antifuse Breakdown - FA

Mag = 5X Mag = 20X Mag = 100X

Heavy Ion Damage and
Failure Analysis

M2M Antifuse Device ONO Antifuse Device

Antifuse Failure Thresholds
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Antifuse Improvements

* Decrease Electric Field Strength
- Thicker Antifuses (RH1020, RH{280)
- Low Bias Voltage (L-M PROM)
» Antifuse “Recipe”
- (RT5458X16, RH548X16, RT545X32)
* Minimize Bias Time
- (UTMC PROM)
* Reduce Sensitivity
- Differential Measurements (UTMC PROM)




Dielectric Antifuse Cross Sections

I6C (MA]

ONQ Antiluse Testing with lodine (LET=80)
Bi 55vDC
Normal Incidence

0o
12004 g 07 4 Unhardened
RH1020 G 9 A
00 R0 & 99 A
200
Hardened
00
°
] 2000107 4008107 €001 8001107

Fluence (ionsicm?)

ALTL: 4

Antifuse Rupture
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Figure 1 Jummary of sntfuse rupturd data  Posiive margmn s

LET =17 MeV-cmZimg 1t shown for production RH1020 with a

hardened ONO antifuse One *recipe’ of an MM antifuse did not fal &t

LET = §2 MeV-cm/img, V,,,, = 400 mV




Protons

Proton Testing

Ioc Damage During Proton Testing
ASIC and Antifuse FPGA

A1280XL Proton Results

02
OLIZY Proton brufiation
P i
- J Tndamy Unbvom |
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War Deven Prnoty oS o Ty £
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- 3
5 i
1 .
-
'y v R IR T S e 1 - ——
e (5 3 M 3 :
P 130
Note: Different scales for each run Figt T MIABNC, peenn vt MG
from Wang, o al
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e e Virtex FPGA Static Proton SEU Sensitivi
Proton Sensitivities - 195 MeV “* atie Froton ensitivity

Device Type  Size/Voltage Est. X-Sec Comments { Proton SEU Croas Sectian far the Xlnx Vistex XQVR300
(nominal core) (ecm?/ £-.f) I
H | gy v LS
A1280A 1.0 um /5.0 ~ 137 x 1013 19 Parts Tested HE Duthery
RHI020  1.0pm/5.0 <2x107% b d e r
¢ 100E14 § st Bd =
RHI280 0.8 pum/5.0 ~ 300 x 105 S-Module - e i
¥
QYHS500 0.8 um /3.3 <0.5x 10" No upsets det. i FRE — [ i
3
RT5458X16 0.6um /3.3 ~6x 1013 1me ?”;f' I
[ 2 o et L TY e SR S S S S—
QL3025 0.35 um/ 3.3 <4x 105 No upsets det. . " » » “ ] “
Protm Buer gy V)
A54SX16  0.35um/3.3 ~3x1018 !
JT22VPI0 ?pum /5.0 ~2x10"  Cypress die

Configuration control logic register upset noted at 63MeV




Loss of Functionality

Definitions

Single Event Functional Interrupt (SEFT) is a condition
where the device stops operating in its normal mode, and
usually requires a power reset or ather special sequence to
resume normal operations. 1t 15 a special case of SEU
changing an internal control signal. One example would be
a2 DRAM entering the test mode defined by JEDEC.
Another example is a microcircuit with [EEE 1149 1 JTAG
crrcuitry leaving the TEST_LOGIC_RESET state and
loading an unintended instruction into the instruction
register (IR). Like other SEUs, the system effects must be
properly analyzed. For example, a JTAG upset can cause
the device to draw high currents or turn inputs into an
output. The latter could, for example, drive a clock line to
ground, thus, an independent clock signal should be used for
the TCLK pin on devices without the optional TRST* pin.

FRAM Memory Functionality
Loss During Heavy Ion Test

Tirw 1%

the linked testing of this device.

Srp chert of FMIGDE (research fab) QUTER during heary foo Irrsdiation. The device omt
funcionaity during the WA whik the currme decressed from s normal dynamic levels of
sppruximataly 53mA to I's quiescent valus, menr Teve. The devie recovered Munctibaslly and
opersted normally throughout the latter pert of the test. This effect was sren of least thyee times durhg

DRAM Modes
DRAM Special Test and Operational Modes

This standard defines a scheme for controlling a series of special modes for
address multiplexed DRAM. The standard defines the logic interface
required to enter, control, and exit from the special modes. In addition, it
defines a bagic special test mode plus a series of other special test and
operational modes.

TEST MODES are those that implement some special test of measurement
function or algorithm designed to enhance the ability of the Vendor or User
to determine the integrity of] or to characterize, the part.

OPERATIONAL MODES are those that alter the operational
characteristics of the part but do not interfere with its function as a storage
device and are intended to be used in system operation.

JEDEC Standard No. 21-C, page 3.9.5-7, Releasc 4

DRAM Refresh

c. AS'——: Control

W Clocks

Reftesh Control
Refresh Counter
Row Addr Buffe

Row Decoder

Memory Array

Addresy

Col. Addr Bnﬂ'q

Adapted from: hitp:/fwww.iecch el dehardwvare’1 73/6 htmi

Column Decoder

DRAM Refresh

CAS#-BEFORE-RAS# REFRESH is a frequently used method of
refresh because it is easy to use and offers the advantage of a power
vavings. Here's how CBR REFRESH works. The die contains an
Internaf counter which is initialized to 8 random count when the device
is powered up. Each time a CBR REFRESH is performed, the device
refreshes a row based on the counter, and then the counter is incremented
When CBR REFRESH is performed again, the next row is refreshed and
the counter is incremented. The counter will automatically wrap and
continue when it reaches the end of its count. There is no way to reset the
counter. The user does not have to rupply or keep track of row addresses.

Since CBR REFRESH uses the intemal counter and not an external
address, the address buffers are powered down. For power-sensitlve
applications, this can be & benefit because there is no additional current
used in switching address lines on a bus, nor will the DRAMs

pull extra power if the address voltage is at an intermediate state.

Adagted from: Micron Technical Nofe TN-04-30: *“Various Methods of DRAM Rafresh.*




IEEE JTAG 1149.1

Shift Register is
undefined in TEST-
LOGIC-RESET State

Shift Register

|— TDO

)

TCK TAP Controller
(State Machine)
Shift CLK,
DI >
Reset
Latch

Parallel Latch

Chip
Control

IEEE JTAG 1149.1 TCLK

P CLK

0osC > TCLK

The CLK pin may turn into an output driving low, clamping
the oscillator’s output at a logic *0". The TAP controller can
not reset and restore /O operation. Most FPGAs do not have
the optional TRST* pin. Note TRST®*, when present, has a
pull-up

IEEE JTAG 1149.1 - Scan Path

SERIAL INPUT

SERIAL INPUT

SYSTEM
LOGIC
INPUT

SYSTEM
BIDIRECTIONAL
OUTPUT

IEEE JTAG 1149.1 - Scan [/O Cell

JTAG Upset Effect - Step Load
TCK and TMS=1 Not Guaranteed Solution

700

800 Large Step Load |
00 Brand X SEE Test
BNL 0288

400 NASA/GSFC
E BB Patterv 2 um Epi

3 X183
3 300 8romine

200

100 L

o
° 5 10 15 » »

Time (Sec)

To Next Pin
T
2 Out Enable ——
20
o) T l
’_] Data Out
ata Uul —— -
g
= T
c/)>\ Dataln +—
JTAG DATA PATH
JTAG Upset Effect - Step Load
Second Distinct Failure Mode
12
s A,
8
i,
- 0 Brand X SEE Test
b,
2 | BB Pattern2 um Epi
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¢ @ 2 4 .4 2 10 12 14 |; 12
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JTAG Upset Effect - TCK On

aggn

Sample of 3 JTAG 'Upsets’
0d A TCK = 8 kHz

TG o Py KT E a1t have e STAG TRET g ok
548 Lk tad e s e cautr L

R
e Ll ] 150 X0 %0 W B M
Sampie Number (i 10003}
{~230 . Sec/Sample)

SEE Results - Loss of Functionality
Atmel AT28C010 EEPROM, D/C 9706

8
3
2
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g
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0 10 20 30 40 50 50 110 80
LET (MeVi{mgicm3))

“Single Event Fundtional Internupt (SEFT) Sensitivity in EEPROMs." R. Koga, 1998 MAPLD
Intemational Confermce, Greenbelt, MD.

Atmel AT28C010 EEPROM, D/C 9706
Type I Errors

*  Manifested by the appearance of repesied ervory, once the first error had been
detected during von irradiation. Here, the first error appearcd at some point int time,
which was tens of reading cycles ("cycle” is defined in Section [I) after the
exposure had started. Thereafter we observed one eror every few cycles.

*  Ervora were altered bits in on¢ word at various sddress locatiora.

*  Simultancously with the observation of the first arror, the device bias current
increased 10 26 mA from 20 mA (nonmal, pre-arror condition). The biss current
continued to be 26 mA until the reading process stopped. At that time, the current
becune 0.2 mA {(quiescent level)

«  When the device was read again (without power-cycling), the bias current retumed
10 26 mA and errors appeared again (even without the beam)

« [fthe power to the device was shut off and re-started again (power-cycled), the
device again furctioned properly (Le., no aron).

» Inone nstance we continued the iradiation without power-cycling for a long time,
until the device no longer showed sy aTors. [t appeared that the affected bit
underwent additional upset, retuming to the original polarity and thereby correcting.
the problem.

Atmel AT28C010 EEPROM, D/C 9706
Type II Errors

» Manifested by "00" in all address locations,
once the first "00" was read.

« These errors could be removed only by
power-cycling the device.

Atmel AT28C010 EEPROM, D/C 9706
Type III Errors

» Characterized by occasional errors in a byfe,
which appeared once in many cycles. There was
no "after-effect’ for this type of error. In other
words, one error appeared independently once in a
while.

+ Caused by an upset in the output buffer.

X28HC236 CMOS EEPROM
Xicore, D/C 9140

+ Upset mode which also required the cycling of
power to clear.

1670
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Loss of Functionality
Serial PROM

» Xilink XQRI701L

~ 10% saturated intercept at LET=6 MeV-
cm?¥mg, 1.2x10-5 cm?*/device

Reference: DS062 (v3.0) February 8, 2001

XQR1701L

Stuck @ 0 - x4093

Teaa -

Crast Soclion fom'’)

LET (WeV em'img)

Loss of Functionality
Processors

* Processor simply stopped functioning

without showing any observable bit errors.

* Noticed lockup in many microprocessors
including MG80C186, MG80C286, and
XC68302.

« Sensitivity to lockup was essentially
independent of the test programs.

“3ngle Event Fuactional Inferrupt (SEFT) Sensitivity in EEPROMs," R. Koga, 1998 MAPLD
taternarional Conference, Greenbek, MD.

Loss of Functionality
Processors: XC68302 Example
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Miscellaneous

LVDO Regulator Failure

LM1117T-3.3 LVDO Heavy lon Text
NASAGSFC

SN 3, Run IS .
lodine, 45 Degrees, B.2 x 10° p/cntisec
LET = 84.7 MeVecm'img
- BNL_ Apel, 1568
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1. Device lend 12 46 ohas
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FRAM Memory Functionality
Loss During Total Dose Test
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couM withitind moderste doses without signTicant leshage curremts Powt bradistion
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EDAC Techniques

EDAC Method

EDAC Capability

Parity

Single bit error detect

Cyclic Redundancy
Check (CRC)

given structure

Hamming Code

Reed-Solomon Code

in error

Convolutional Code

Corrects isolated burst noise in a
communication stream

Overlying Protocol

retransmission protocol

From LaBel

Control-Error Protection

Schemes

Coprllzy

Warckdog Timur

B oot erezt within be drsigaed itmeevad,
pototn somx Ferwlion Joaaldly & wstem
rest).

Redundarey

Tovdr OJUVATIE SPRENE CpEtal on TR 4AM¢
data. H the tvo svslens disares, 3 syzie
renet is posfonmed

simuitanenanly, wwl which ams provided
supmmon fpe U e devdnes Hwgres,
pertaum 2 $¥Remn rexet,

Vaoting

Use thoet ot moce devises @ perfoom the
same funchion §F ove Gevice Jissgees with
the e, e b ovemigdning sy @
deterniing the paxl xretem stane,

Detects if any errors have occurred in a

Single bit correct, double bit detect

Corrects multiple and consecutive bytes

Specific to each system. Example:

| Repetition

A spiest st provide e ovne date e
#han 2oe W pertonn some dstten. Used, firr
matance, o bower the rizk of ar inpdvenent
spacactaft cammand being cxcemed.




Definitions (1)
Single Event Upset (SEU) 1s a change of state or transient

induced by an ionizing particle such as a cosmic ray or proton
in a device. This may occur in digital, analog, and optical
components or may have effects in surrounding circuitry
These are "soft" bit errors in that a reset or rewriting of the
device causes normmal behavior thereafter A full SEU analysis
considers the system effects of an upset. For example, a single
bit tlip, while not damaging to the circuitry involved, may
damage the subsystem or system (i.e, initiating a pyrotechnic
event)

le Hard or (S is an SEU which causes a
permanent change to the operation of a device. An example is
a permanent stuck bit in a memory device.

Definitions (2)

Single Event Functi terrupt (SEFT) is a condition
where the device stops operating in its normal mode, and
usually requires a power reset or other special sequence to
resume normal operations. It is a special case of SEU
changing an internal control signal. One example would be
a DRAM entering the test mode defined by JEDEC
Another example is a microcircuit with [EEE 1149.1 JTAG
circuitry leaving the TEST_LOGIC_RESET state and
loading an unintended instruction into the instruction
register (TR). Like other SEUs, the system effects must be
properly analyzed. For example, a JTAG upset can cause
the device to draw high currents or twn inputs into an
output. The latter could, for example, drive a clock line to
ground; thus, an independent clock signal should be used for
the TCLK pin on devices without the optional TRST* pin.

Definitions (3)

Single Event Latchup (SEL) is a potentially destructive
condition involving parasitic circuit elements forming a
silicon controlled rectifier (SCR). In traditional SEL, the
device current may destroy the device if not current limited
and removed "in time." A "microlatch” is a subset of SEL
where the device current remains below the maximum
specified for the device. A removal of power to the device is
required in all non-catastrophic SEL conditions in order to
recover device operations.

Single Event Burnout (SEB) is a highly localized burnout
of the drain-source in power MOSFETs. SEB is a

destructive condition

Definitions (4)

Single Event Gate Rupture (SEGRY) is the burnout of a gate
insulator in a power MOSFET. SEGR is a destructive

condition.

Linear Energy Transfer (LET) is a measure of the energy
transferred to the device per umit length as an ionizing particle
travels through a material. The commeon unit is MeV-cm¥mg
of material (St for MOS devices).

LET threshold {LET ;) is the minimum LET to cause an
effect. The JEDEC recommended definition is the first effect

when the particle fluence = 107 ions/cm?

Definitions (5)

Cross section (sigma) is the device SEE response to ionizing
radiation. For an experimental test for a specific LET, sigma
= #errors/(ion fluence). The units for cross section are cm?
per device or per bit.

Asvmptotic satural crosg section (sigmasat) is the
value that the cross section approaches as LET gets very
large

Sensitive volume refers to the device volume affected by
SEE-inducing radiation. The geometry of the sensitive
volume is not easily known, but some information is gained
from test cross section data




